
 
 

 

 

 

 



 



 



Appendix C:    Incident Categories and Reporting Time Criteria    

 

For security incident involving PII, organizations should report within one hour of 

discovery/detection:

 

 

For security incidents that do not involve PII, organizations should report within the timeframes 

described below: 

 

Name Description Reporting Timeframe 

Unauthorized 

Access* 

 

A person gains logical or physical access without 

permission to a network, system, application, data, 

or other resource. 

Within one hour of 

discovery/detection. 

Denial of 

Service* 

An attack that prevents or impairs the authorized 

use of networks, systems, or applications by 

exhausting resources. 

 

Within two hours of 

discovery/detection if the 

successful attack is still 

ongoing and the agency is 

unable to successfully mitigate 

activity. 

Malicious 

Code* 

A virus, worm, Trojan horse, or other code-based 

malicious entity that infects a host. 

 

Daily; within one hour of 

discovery/detection if 

widespread across agency. 

Inappropriate 

Usage* 

A person violates acceptable computing use 

policies. 
Weekly. 

Probes and 

Reconnaissance 

Scams 

 

This category includes any activity that seeks to 

access or identify a federal agency computer, open 

ports, protocols, service, or any combination for 

later exploit. This activity does not directly result 

in a compromise or denial of service. 

Monthly; if system is 

classified, report within one 

hour of discovery. 

Investigation 

Unconfirmed incidents that are potentially 

malicious or anomalous activity deemed by the 

reporting entity to warrant further review. 

Not Applicable; this category 

is for CMS’ use to categorize 

a potential incident that is 

currently being investigated. 
*Source: NIST Special Publication 800-61 

Name Description Reporting Timeframe 

Personally 

Identifiable 

Information 

(PII) 

Exposure 

Any information about an individual including, but 

not limited to, education, financial transactions, 

medical history, and criminal or employment 

history, and information which can be used to 

distinguish or trace an individual’s identity, such as 

their name, social security number, date and place of 

birth, mother’s maiden name, biometric records, etc., 

including any other personal information, which is 

linked or linkable to an individual. 

 

Within one hour of 

discovery/detection. 


